
Sample report. All agents, people and data in this report are fictional. No data

was collected from any real organization.

Logvane The black box for your AI agents

Executive brief Sample data · Fictional organization

Executive Brief: AI Agents in the Organization
Organization: Northwind Insurance (sample) Scan date: 2026-10-19

Data source: Sample data (fictional organization) · Microsoft 365 + Azure AI Foundry + Google

Cloud + AWS + Salesforce

Scan ID: 4c01baf23f8f

How this report was built
Read-only. The tool did not change, disable or delete anything. Every recommendation waits for a

person to approve it.

Runs inside the organization. The data never left the computer the tool ran on.

Fixed rules, with no AI run on your data. Suspicious wording is found with a list of patterns, so that
check is partial.

What was checked: 38 agents on 9 platforms: ownership, use, permissions, instructions and

leftovers. What was only partly checked: 3 notes on missing or partial data, at the end of the
report.

Overview

Summary

Agent hygiene score

67 / 100

100 minus the average risk

score of all agents. The next

scan will compare against this

score to show a trend.

38 agents in the
inventory

7 agents at high
risk

12 agents at
medium risk

15 orphaned
agents (no active
owner)

2 agents with
unclear
ownership

6 agents
dormant or never
used

2 agents
exposed to
outside
manipulation

1 agent with
suspicious
instructions

4 agent leftovers
(apps left
behind)



Work plan

Work plan: a recommendation for every agent
For every agent in the organization we recommend one action – keep, review, transfer

ownership or retire – by fixed rules. Each recommendation comes with an explanation.

14 agents – Recommendation: Keep

Why: Owned, in use, no medium or high risk.

Policy Renewal Reminders ·

Competitor News Digest ·

Expense Claims Helper ·

reinsurance-research ·

Year-End Reserves Pack

9 more in the full report.

9 agents – Recommendation: Review

Why: A person needs to look: unclear owner,

low or no use, medium or high risk, or signs of

attack.

Legacy Archive Search ·

Board Minutes Summarizer ·

Fraud Pattern Spotter ·

Vendor Invoice Checker ·

Claim Status Chatbot

4 more in the full report.

11 agents – Recommendation: Transfer ownership

Why: No active or known owner, and the agent

is in use or an adopter has accepted.

Claims Intake Assistant ·

Broker Portal Q&A Bot ·

Underwriting Risk Summarizer ·

Call Wrap-up Notes · Lead Qualification Agent

6 more in the full report.

4 agents – Recommendation: Retire

Why: No active owner and no use, or retirement

approved in the adoption ledger. In reversible

steps.

Partner Pricing Agent · Chat Experiment ·

Summer Travel Promo 2025 ·

Recruiting Screener Pilot

The work-plan numbers split all 38 agents (14 + 9 + 11 + 4 = 38); they are not the same numbers

as the risk levels above.

Settings

Organization settings (not about a specific agent)
These are tenant settings that decide which agents can get in. They are not agents from

the inventory of 38, and the numbers here are not counted there.

14 third-party agents in the store are open for any employee to install

Under the current setting, any employee can install an agent from the store, including agents from

outside companies that get access to the employee's data. These are store agents, not agents in

the inventory of this report.

What to do: In the admin center: Agents → Settings. Require admin approval for third-party

agents.



Ownership vs. use

Orphaned and Dormant Agents Matrix
Two separate questions: does the agent have an owner, and is anyone using it? The most

dangerous case is an agent that people use and no one owns, because you cannot simply

turn it off.

In use Not in use

Has an owner
19 agents

Healthy. Keep monitoring.

1 agent

Ask the owner if it is still needed.

No clear owner

12 agents

Most dangerous. Appoint an owner

before any change.

5 agents

Candidates for staged retirement.

Handle first

The 5 agents to handle first
These are the 5 agents with the highest risk score (0 to 100; higher means more urgent),

out of 19 agents at high or medium risk. Each card shows the agent's name, its risk level

and score, our recommendation, and the main reasons for the score. The full report has

the complete file for every agent.

Claims Intake Assistant High risk Risk score 100 out of 100 Microsoft 365 · Copilot Studio

Recommendation: Transfer ownership First step: Reduce exposure

Main reasons:

The agent has no active owner

It is in use, and no one is accountable for it

It has write permissions

Broker Portal Q&A Bot High risk Risk score 85 out of 100 Microsoft 365 · Copilot Studio

Recommendation: Transfer ownership First step: Transfer ownership

Main reasons:

The agent has no active owner

It is in use, and no one is accountable for it

Two of the three exposure conditions are met



Legacy Archive Search High risk Risk score 75 out of 100

Microsoft 365 Copilot · Agent Builder

Recommendation: Review First step: Revoke new permissions

Main reasons:

The agent has no active owner

It has write permissions

Permissions were added to an agent that no one uses

Underwriting Risk Summarizer High risk Risk score 70 out of 100

Microsoft 365 Copilot · Agent Builder

Recommendation: Transfer ownership First step: Transfer ownership

Main reasons:

The agent has no active owner

It is in use, and no one is accountable for it

It has write permissions

Call Wrap-up Notes High risk Risk score 70 out of 100 Microsoft 365 · Copilot Studio

Recommendation: Transfer ownership First step: Transfer ownership

Main reasons:

The agent has no active owner

It is in use, and no one is accountable for it

It has write permissions

Adoption of orphaned agents: 16 orphaned · 11 awaiting reply · 2 accepted, pending

transfer · 1 completed · 1 retired · 2 with no candidate.

Microsoft's built-in rule covers 4 of 15 orphaned agents that still need an owner (1 of them

probably). 11 are not covered and go through Logvane's candidate flow.



Leftover cleanup

What agents leave behind
When an agent is deleted or disabled, its identity and secrets sometimes remain. They can

still be used to sign in.

App State Detail Risk

agent-hackathon-

2025

Agent deleted,

identity still in use

The agent was deleted, but its app signed in 6

days ago with a secret valid until 2027-02-28.

High risk

agent-recruiting-

pilot

Agent disabled,

secret still valid

The agent "Recruiting Screener Pilot" is

disabled, but its app has a secret valid until

2027-10-06.

Medium risk

copilot-claims-

connector

App with no linked

agent

It is not known which agent the app belongs to.

It has a secret valid until 2027-06-15.
Medium risk

agent-employee-

survey-2024

Agent deleted, app

remains

The agent was deleted. The app has no valid

secret, but it is still registered.

Low risk

Method and limits

Notes on the data

Salesforce: Usage data was not collected (requires Event Monitoring).

AWS: Bedrock and AgentCore do not report per-agent usage without CloudWatch. Owners

were taken from tags.

Azure AI Foundry: no per-agent usage data. Owners were taken from the metadata.owner

field.

The full report also has a file for every agent, a cleanup plan, an ownership attestation round,

a control mapping and a signed evidence recorder.

This is a sample report about a fictional organization. All names and data are made up.

Integrity fingerprint:

4c01baf23f8f296d67ec1f931d59387b17ef35e3e9808441656b8343c1c6e890

The chain is complete and matches the seal.
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